
Blockchain Technology and 
Global Access to Healthcare 

Records 
Tracee Kennon, MBA, BSN. CCRN-K



Objectives



Biggest Challenges Facing 
Patient Care 



Electronic Medical Records and 
Blockchain Transition

1970s

Federal government 
created the largest EHR.
Ralph Merkle, computer 
scientist, described an 
approach to public key 
distribution and digital 
signatures called "tree 

authentication" in his 1979 
Ph.D.

1922

Hardware became 
cheaper and more 
powerful (more 

technologically advanced)

1982

David Chaum described a 
vault system for 

establishing, maintaining 
and trusting computer 
systems by mutually 

suspicious groups in his 
1982 Ph.D

2004

EHR was incorporated 
into the Health 

Information Technology 
for Economic and Clinical 

Health Act (HITECH)

2009

Resources became 
available through the 

American Recovery and 
Reinvestment Act (ARRA) 

– pushing EHRs to 95% 
within hospital settings. 

Satoshi Nakamoto 
published a white paper 
introducing the concepts 

behind bitcoin and 
blockchain.

2016

Blockchain goes 
mainstream

2022

Bitcoin making 100 million
Utilization options in 
information storage

A timeline and history of blockchain technology (techtarget.com)

https://www.techtarget.com/whatis/feature/A-timeline-and-history-of-blockchain-technology#:%7E:text=But%20that%27s%20not%20the%20only%20application%20for%20this,...%206%20The%20future%20of%20blockchain%20technology%20


What is an Electronic Health Record?



Electronic Health Records



Time and Technology: EHR 
1. Outdated data.

2. It takes time and costs money.

• Selecting and setting up an EHR system and digitizing all paper records can take years. 

• After the EHR system is fully set up and operational, it will take time to train your staff in its use.

• There are also the costs of switching to a completely new medical record system as updates are released, which is 
not cheap, even at competitive prices. 

• But it’s worth remembering that the more players enter the EHR system market, the competition becomes more 
pervasive, and prices decrease.

3. Inconsistency and inefficiency.

Maintaining an EHR system requires frequent updates. 

4. Management of technical issues.

Need a team of information technology specialists on hand to address technical issues immediately to minimize 
interruptions in patient care.



Hous ton-bas ed MD Anders on Cancer Center reported 

a 76.9 percent drop in adjus ted income for the 10 

months  ended J une 30, a  downfall it largely a ttributes  

to its  Epic EHR implementation project in 2016

Problems 
Converting 

MD Anderson took a  $266 million hit on revenue 
of $4 billion las t fis cal year. The prior year, the 
hospita l reported a  $157 million operating gain 
on operating revenue of $4.1 billion.

https://www.bing.com/ck/a?!&&p=7ee3c655f3de247bJmltdHM9MTY4MjgxMjgwMCZpZ3VpZD0xOTA4NWI3MC0xNjI5LTZkZDItMmI3MS01NGIyMTc0NTZjODYmaW5zaWQ9NTAwNw&ptn=3&hsh=3&fclid=19085b70-1629-6dd2-2b71-54b217456c86&u=a1aHR0cHM6Ly93d3cuYWFwYy5jb20vYmxvZy8zNzM2NC1tZC1hbmRlcnNvbi10by1jdXQtc3RhZmYtYmxhbWVzLWVtci8jOn46dGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGElMjAlMjQyNjYlMjBtaWxsaW9uLG9uJTIwb3BlcmF0aW5nJTIwcmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGEscmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD10b29rJTIwYSUyMCUyNDI2NiUyMG1pbGxpb24sb24lMjBvcGVyYXRpbmclMjByZXZlbnVlJTIwb2Y&ntb=1
https://www.bing.com/ck/a?!&&p=7ee3c655f3de247bJmltdHM9MTY4MjgxMjgwMCZpZ3VpZD0xOTA4NWI3MC0xNjI5LTZkZDItMmI3MS01NGIyMTc0NTZjODYmaW5zaWQ9NTAwNw&ptn=3&hsh=3&fclid=19085b70-1629-6dd2-2b71-54b217456c86&u=a1aHR0cHM6Ly93d3cuYWFwYy5jb20vYmxvZy8zNzM2NC1tZC1hbmRlcnNvbi10by1jdXQtc3RhZmYtYmxhbWVzLWVtci8jOn46dGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGElMjAlMjQyNjYlMjBtaWxsaW9uLG9uJTIwb3BlcmF0aW5nJTIwcmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGEscmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD10b29rJTIwYSUyMCUyNDI2NiUyMG1pbGxpb24sb24lMjBvcGVyYXRpbmclMjByZXZlbnVlJTIwb2Y&ntb=1
https://www.bing.com/ck/a?!&&p=7ee3c655f3de247bJmltdHM9MTY4MjgxMjgwMCZpZ3VpZD0xOTA4NWI3MC0xNjI5LTZkZDItMmI3MS01NGIyMTc0NTZjODYmaW5zaWQ9NTAwNw&ptn=3&hsh=3&fclid=19085b70-1629-6dd2-2b71-54b217456c86&u=a1aHR0cHM6Ly93d3cuYWFwYy5jb20vYmxvZy8zNzM2NC1tZC1hbmRlcnNvbi10by1jdXQtc3RhZmYtYmxhbWVzLWVtci8jOn46dGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGElMjAlMjQyNjYlMjBtaWxsaW9uLG9uJTIwb3BlcmF0aW5nJTIwcmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGEscmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD10b29rJTIwYSUyMCUyNDI2NiUyMG1pbGxpb24sb24lMjBvcGVyYXRpbmclMjByZXZlbnVlJTIwb2Y&ntb=1
https://www.bing.com/ck/a?!&&p=7ee3c655f3de247bJmltdHM9MTY4MjgxMjgwMCZpZ3VpZD0xOTA4NWI3MC0xNjI5LTZkZDItMmI3MS01NGIyMTc0NTZjODYmaW5zaWQ9NTAwNw&ptn=3&hsh=3&fclid=19085b70-1629-6dd2-2b71-54b217456c86&u=a1aHR0cHM6Ly93d3cuYWFwYy5jb20vYmxvZy8zNzM2NC1tZC1hbmRlcnNvbi10by1jdXQtc3RhZmYtYmxhbWVzLWVtci8jOn46dGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGElMjAlMjQyNjYlMjBtaWxsaW9uLG9uJTIwb3BlcmF0aW5nJTIwcmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD1NRCUyMEFuZGVyc29uJTIwdG9vayUyMGEscmV2ZW51ZSUyMG9mJTIwJTI0NC4xJTIwYmlsbGlvbi4mdGV4dD10b29rJTIwYSUyMCUyNDI2NiUyMG1pbGxpb24sb24lMjBvcGVyYXRpbmclMjByZXZlbnVlJTIwb2Y&ntb=1


EHR Integration Challenges

Poor interoperability 
Privacy 

What is EHR: Benefits and Disadvantages – NIX United (nix-
united.com)

https://nix-united.com/blog/electronic-health-records-safety-quality-and-integrations/#:%7E:text=However%2C%20other%20things%20that%20fall%20directly%20into%20the,maintaining%20an%20EHR%20system%20requires%20frequent%20updates.%20
https://nix-united.com/blog/electronic-health-records-safety-quality-and-integrations/#:%7E:text=However%2C%20other%20things%20that%20fall%20directly%20into%20the,maintaining%20an%20EHR%20system%20requires%20frequent%20updates.%20


Interoperability



Privacy



Largest Data 
Breaches by 
Number of Stolen 
Records

Anthem Blue Cross
•Number of Stolen 
Records: 78.8 million
•Date 
Discovered: January 
29, 2015 Premera Blue Cross

•Number of Stolen 
Records: 11+ million
•Date 
Discovered: January 
29, 2015

Community Health 
Systems
•Number of Stolen 
Records: 6.1 million
•Date Discovered: June 
2014



What is Blockchain?

(Illustration: Jonathan Kitchen/Getty Images)

Is a database storage using 
encrypted blocks of data 
organized in chains for access 
as a disturbed ledger protocol

All parties (nodes) 
participating in contributing 
to, or accessing data in the 
blockchain decide what chains 
can be accessed by different 
groups



Blockchain Utilization



NFT 

A non-fungible token (NFT) is a unique 
digital asset that represents ownership of 
real-world items like art, video clips, 
music, and more.

•NFTs use the same blockchain technology 
that powers cryptocurrencies, but they're 
not a currency.

What Is an NFT? How Non-Fungible Tokens Work (businessinsider.com)

https://www.businessinsider.com/personal-finance/nft-meaning


Innovations 
in Blockchain 
Utilization

NFT artwork is Quantum  – the  
first NFT eve r crea ted , back 
in  2014. Quantum  is the  
o ldest en try by quite  som e  
way and  was pu t toge the r 
when  Anil Dash  and  Kevin  
McCoy built the  first 
b lockcha in-backed  system  
for se lling NFTs. 






Blockchain 
Artwork

Beeple , aka Mike  Winke lm ann sold  h is 
work in  March  2021. 
It went an  im pressive  $69.3m illion , which  
is  the  h ighest p rice  pa id  for an  NFT so  
fa r. 
The  p iece  is  a  true  labor of love  – a  
collage  Winke lm ann  crea ted  by colla ting 
one  artwork a  day for 5,000 days, since  
2007.

Everydays – The  First 5000 Days What Is an NFT? How Non-Fungible Tokens Work (businessinsider.com)

https://designtaxi.com/news/392881/CGI-Artist-Makes-A-New-Digital-Illustration-Daily-For-10-Years-Is-Still-Going/
https://www.beeple-crap.com/everydays
https://www.businessinsider.com/personal-finance/nft-meaning


Innovations in 
Blockchain 
Utilization

A non-fungible token (NFT) of 
a video clip of LeBron James 
dunking recently sold for 
more than $200,000 on 
NBA Top Shot, a website 
that allows users to buy and 
sell NBA video clips.

What Is an NFT? How Non-Fungible Tokens Work (businessinsider.com)

https://www.businessinsider.com/personal-finance/nft-meaning


Blockchain Regulations

• A public ledger for recording transactions without 
needing a third-party to validate each one. 

• The blockchain is distributed across a peer-to-
peer (P2P) network. 

• It is made up of data blocks that are linked 
together to form a continuous chain of immutable 
records. 

• Each computer in the network maintains a copy of 
the ledger to avoid a single point of failure. 

• Blocks are added in sequential order and are 
permanent and tamperproof.

Opportunities and Challenges of Blockchain Technologies in Health Care (oecd.org)

https://www.oecd.org/finance/blockchain/Opportunities-and-Challenges-of-Blockchain-Technologies-in-Health-Care.pdf


Blockchain Companies Healthcare 

AKIRI
BURSTIQ
MEDICALCHAIN
GUARDTIME

Blockchain and Healthcare Data 
Security

Blockchain Medical Records

AVANEER HEALTH
P ROCREDEX
CORAL HEALTH
P ATIENTORY

Blockchain and Medical Supply 
Chain Management

CHRONICLED
EMBLEEMA
BLOCKP HARMA
FARMATRUST
SOLULAB
TIERION

Breakthroughs in Genomics

ENCRYP GEN
NEBULA GENOMICS
SHARECARE



Why We Need 
Blockchain?

• There were 692 large healthcare data 
breaches reported between July 2021 
and June 2022. The perpetrators stole 
credit card and banking information, 
as well as health and genomic testing 
records.

• Waste from factors like failure of care 
delivery and failure of care 
coordination is responsible for up to 16 
percent of national healthcare 
spending in the U.S.

• Utilization of blockchain Genome 
sequencing could cost between $100 million 
and $1 billion in 2001, but expenses fell to 
below $1,000 in 2021

June 2022 Healthcare Data Breach Report (hipaajournal.com)

https://www.hipaajournal.com/june-2022-healthcare-data-breach-report/#:%7E:text=Over%20the%20past%2012%20months,of%2057.67%20breaches%20a%20month.
https://www.hipaajournal.com/june-2022-healthcare-data-breach-report/#:%7E:text=Over%20the%20past%2012%20months,of%2057.67%20breaches%20a%20month.
https://www.healthaffairs.org/do/10.1377/hpb20220506.432025/
https://www.healthaffairs.org/do/10.1377/hpb20220506.432025/
https://www.healthaffairs.org/do/10.1377/hpb20220506.432025/
https://www.genome.gov/about-genomics/fact-sheets/Sequencing-Human-Genome-cost
https://www.genome.gov/about-genomics/fact-sheets/Sequencing-Human-Genome-cost
https://www.hipaajournal.com/june-2022-healthcare-data-breach-report/#:%7E:text=Over%20the%20past%2012%20months,of%2057.67%20breaches%20a%20month.


Uses for Blockchain in Healthcare

This Photo by Unknown Author is licensed under CC BY-
NC-ND This Photo by Unknown Author is licensed under CC BY-

SA

This Photo by Unknown Author is licensed under CC BY-
SA-NC

https://www.nps.org.au/australian-prescriber/articles/the-hot-patient-acute-drug-induced-hyperthermia
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://www.thebluediamondgallery.com/wooden-tile/d/data.html
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://netivist.org/debate/transparency-in-government-and-open-data
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Uses for Blockchain in 
Healthcare

This Photo by Unknown Author is licensed under CC BY-
SA-NC

This Photo by Unknown Author is licensed under CC BY-
NC

https://www.enago.com/academy/restarting-clinical-trials-way-forward/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://my-english-blackboard.blogspot.com/2016/09/introductions-true-or-false.html
https://creativecommons.org/licenses/by-nc/3.0/
https://creativecommons.org/licenses/by-nc/3.0/


Uses for Blockchain in 
Healthcare

This Photo by Unknown Author is licensed under CC BY-
SA-NC This Photo by Unknown Author 

is licensed under CC BY-ND
This Photo by Unknown Author 
is licensed under CC BY-SA-NC

https://technofaq.org/posts/2020/12/6-state-of-the-art-technological-innovations-transforming-the-lives-of-senior-citizens/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://policyoptions.irpp.org/magazines/september-2015/thinking-like-a-canadian-economist-episode-7-health-care-finance/
https://creativecommons.org/licenses/by-nd/3.0/
https://www.duperrin.com/english/2021/04/27/improving-a-team-s-work-a-story-of-continuous-improvement/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Uses for Blockchain in Healthcare

This Photo by Unknown Author 
is licensed under CC BY-SA

http://www.juku.it/en/big-data-lakes-too-many-ponds-thats-the-problem/
https://creativecommons.org/licenses/by-sa/3.0/


Advantages

• Decentralization
• Data transparency
• Privacy 
• Security



Challenges of Blockchain Usage
BLOCKCHAIN 
INEFFICIENCY CONGESTION

INJUSTICE AND INEQUITY 
IN ACCESS AND HIGH 
ENERGY DEMANDS 

• The high demand for energy arises due to 
an algorithm called Proof of Work. 
Designed as a proven mechanism to 
secure public blockchains to spend large 
amounts of electricity in exchange 

• Access to modern energy sources is 
essential for sustainable development and 
human well-being. Research shoes lack of 
access will persist until 2050 under 
different socioeconomic pathways and 
decarbonization scenarios.



Disadvantages 
of Blockchain

How to address inequality in healthcare - Wiederhold and Associates, Inc. 
(wiederholdassoc.com)

https://wiederholdassoc.com/how-to-address-inequality-in-healthcare/
https://wiederholdassoc.com/how-to-address-inequality-in-healthcare/


Further 
Research 



Resources 
• https://www.techtarget.com/whatis/feature/A-timeline-and-history-of-blockchain-

technology#:~:text=But%20that%27s%20not%20the%20only%20application%20for%20this,...%206%20The%20future%20of%20blockchain%20technology%20

• A timeline and history of blockchain technology (techtarget.com)

• What Is an NFT? How Non-Fungible Tokens Work (businessinsider.com)

• June 2022 Healthcare Data Breach Report (hipaajournal.com)

• Opportunities and Challenges of Blockchain Technologies in Health Care (oecd.org)

https://www.techtarget.com/whatis/feature/A-timeline-and-history-of-blockchain-technology#:%7E:text=But%20that%27s%20not%20the%20only%20application%20for%20this,...%206%20The%20future%20of%20blockchain%20technology%20
https://www.techtarget.com/whatis/feature/A-timeline-and-history-of-blockchain-technology#:%7E:text=But%20that%27s%20not%20the%20only%20application%20for%20this,...%206%20The%20future%20of%20blockchain%20technology%20
https://www.techtarget.com/whatis/feature/A-timeline-and-history-of-blockchain-technology#:%7E:text=But%20that%27s%20not%20the%20only%20application%20for%20this,...%206%20The%20future%20of%20blockchain%20technology%20
https://www.businessinsider.com/personal-finance/nft-meaning
https://www.hipaajournal.com/june-2022-healthcare-data-breach-report/#:%7E:text=Over%20the%20past%2012%20months,of%2057.67%20breaches%20a%20month.
https://www.oecd.org/finance/blockchain/Opportunities-and-Challenges-of-Blockchain-Technologies-in-Health-Care.pdf
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